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RISFEE M MEN w1, w,, -+, 0y, IXERETC—Ag AT ML
ZIKE:'TEHYEI’J n HERFIE x = (x1, x5, -+, %) " AL, RIVIRFIAYE
E/JZZ EE L:LJ%?Ex#UtJHﬁE)EE’JET w;, X—RETHIB!

=~ FBIERERENAE n ESBFRI—1NEBREREL. XL EM 4
=1, AILAD B ag: (%), gz(x) L guX), BxBET w; 2K,
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b, XEIGIEFRAEESS (Supervised Learning)
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ANRFABIRELZ IR, HNAYD SRR LD 2R3,
TR w; , HIEFIBIRER LIRS

gi(X) = wij1x1 + Wipxq + -+ wipxy + wy, (=12, M

1B w; = (Wi, Wiz, -+, W) ', W EZLAIZRZRA
gi(xX) =wix+wy,y i=12,,M

(A 'f':t/\'1 RRIER T, g.(x) = Wlx + Wiy, Gg2(x) =
WoX + Wy, EXBTw, 1%91 (x) > g,(x), BIB(w] -
)x + (Wl() Wzo) > Oo VW WI W;, WO — WlO

Wao, BRI FEEEM
gx) =wlx+w, =0

N ST o REEHVAR D AE: WRe(x) > 0, Flthx BT
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AxEDFREL, gx) =0, WoRELENEERRx,x,, B
wix; +wy=wlix, +wy =0, Blwl(x; —x,) =0

x; — x; AIVRDFREARL (MARSFREL) (F—ME, %A
wEBHTSRE, SHE2EEAREET

o NEFETLIER], [RAEI RERIEE A = Jﬂ= (1)
w2 +ws

BE—RE x ANRERY, ICRYALEREN x, (IFH
FEH) , WEENz, Bx=x, +zx0, BF

w T w
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~ s2fFm=L (Support Vector Machine, SVM) 2—=£57 %

BRI Res, DR ENZRESA ITI‘%‘EI‘]EE"‘% ??E
iNHEEE S N S| \??ET {REHA—RZ

=~ [EfR (Margin) BIHESEIE, o RENEEAS A LEARESS
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N BEETg(x) ,ﬁﬁ XJx€w,, gx)=C; I x€ w,,
g(x) < —C ., XAJLAZFRTRA

wix +w, > 1, X € wq
wix+w, < -1, X € w,
A L)\J:EﬂJer_ZﬁUﬁ FTAFNFEREGE, FHNFkL

BEELHIA =§T1JBEJZ\/ A I AMBREAALER 1AL —RRIME,
7(_ ERT, WEEsREASERINREER: gix) =1, x € wq;
gx) =-1, x € w,, EEFRAARIERIEATN(2))
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FAME x; FE=FPER: yl(W Xi +WO) =

RIS, 0 < yi(wha + wy) < 1HFIEEDSE, yi(wlix; +
wo) < OFFHEIRSDZE, HBIRIRIL

NASEAIE:

~ He,
$i >

subject to yl(w x; + Wo) =>1-¢,
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yvi(wTx; +wy) = 1-¢
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FEf 2 [EIPEIK, ’E',
NG IaREZE /9 minimize J(w,wg) == ||W||2 +CY ¢
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x— ¢(x) € H, EXNTEFigiasEibtE, FEKH 2
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;(ZH‘EEWH%UEI’\J%MEUEEEJ, A= ZEEF N ERTREE, A
1:

1
ma (S 4; = 50y iy K (i %))

subject to Z’i\’:l/liyi =0,0<A4;,<(C,i=12,-,N
RRESK BFRIZAEL, BN TEEEARTR, FRRUZRE
=
~NZIMT: K(x,z2) = (xTz+1)%,qg >0
~NSHMZ: K(x,z) = exp(—y|lx — z||?),y > 0
= X% K(x,z) = tanh(fxTz + o)
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=~ FIF8 NN A EAESBGREEE—MNEREER, HUENEREAK

SR RASETM,,, = Pr (D 1, = ulD;; =v), FiEERu,v e
[T, TIFRENERTXEIRE, FRT AEHT<E

= $NERPr (D7 =v) =0, WM, =0, HLEUERIM,,, M,
My, Myy, My,, My, M.

7 BRI AEFIEEE IS IMSIERIREE, HER—Xu, v e
[T, T]LULNA?

Fu-l,_v ~ (Mu_l)f + M{HJ + M?i,v + MLTLv) (7)

1
Fuxv — = (M‘L\le + M&,v T Mti,v + M‘L/L‘V) (8)

& L,U:W*%?E/\“Jﬁ kA, k= QT+ 1)?, X 2k $E45MERI—
BYSPAMYFIE, 1C/9F!st
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o XIBATS GRS E =
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u,v,w € [T, T|P RERVEL T

Pr(D,j+1

HEF, Btttk = 2T + 1)3,

@

B MEersiaR, BIaNEMNEZRGK
_Eméﬁrl_Mu_;}W = Pr (Dl]+2 = ulDl]+1 =V, Dl] = W)

XEfRE; R

=v,D;; =w) =0, MM, =0

A FEERIM 0w, Mivw: Mivw: Myvw: Myvw: Miyw,
M] ,we XOHERE—Hu, v,w € [-T, TIIHITATL (7) . (8) ¥

fiE, ioJ9F?nd
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~ SCEGK A RN EEBAAFRIEEETMZK (x,z) = exp(—y|lx —
z|| )EI’JSVM SRR E=BFHE52E T3 N0 Res. TR
t?‘?é)%% SATRIHETI S ¢ SIS y IR )&
TR

¢ € {0.001,0.01,---,10000}
y € {2!i € {—d —3,-,—d + 3}}, d FIXIFIELETKITE log,
=~ SPAMBJLAITLSBMEZEZS | a)igfa SH Tﬂi%mﬁ DR, B

B, 7ELSBMERAZRH0.25bpphd, ET#91000033)I1454E

A, LA E=102esEBOWS2E& J:E’Jfﬁalae712 Iy
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:_-JPEGIF;‘I St T = EE, SPAMS A iEtIhixXeREs
¥, ETZHSPAMFFIERI /HEI:B%ETE#?E’JH%A REEFFIE,
T_\W?FS MB, MME, PQFIPEGEEEH, Z&E R_Fxﬁx&
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JPEG£1%H’J|3§"E_J"IE1EZ_JPEGQFFHﬁE.'Ji_JZ'::'l#_1T FIPEGEEL
mﬁtmﬁ@mm%r& A, AILUEISEZ B AIMarkoviEay
ERXFEIERNT, EHHAIERERNEE

~ EFLAEERE, Y. ShiEARDE TEFTMarkovidiZ=EHIJPEG
RS DTTEA
__‘JPEGQHHﬁE.'JH’JEﬂExE&1%E’Ji|Eﬂﬂ58 x 8 R, Hit, =EHY
DCTRMV I EET A, B, BADCTENREUZRES RS
BB\ ;zHEiIEﬂﬂZJIIM“ HEF, 18S,, S, D BlFRR_4EDCTIR=L
REPFEYHYKFEFSEERY, F(u,v),u€[0,S, —1],v €

[0, S, — 1]Z=RbEF RIS LI :
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LA E NS R EE B TESe i LREBIRIFRIRIATESS

DCTENRZHIERME:
F,(u,v)=F(u,v) —F(u+1,v)
E,(uv)=F(u,v)—F(uv+1)
F(u,v)=F(u,v) —F(u+1,v+1)
E,(u,v)=F(u+1,v) —F(u,v+1)

H, Fw,v),F,Wv), Fa(u,v), B, (u, v) D aIERTKIE, E
B IR, U LA RS (TRE
FRUtAtu € [0,S, — 2], v €[0,S, — 2]
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Fp,(u,v)=F(u,v) —F(u+1,v)
E,(u,v)=F(u,v) — F(u,v+ 1)
Fy(u,v)=F(u,v) —Flu+1,v+1)
E,(u,v)=F(u+1,v) —F(u,v+1)
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T EED TREBEOMNTUAR ETEZSHE[-4.4] 218, @’v‘l&?
FHEERIEXMERTLAE T MarkovidiEE L LA NP IERIRIA
My (a,b) = Pr (Fy(u+ 1,v) = b| F,(u,v) = a) =
Yuv O(Fp(wv)=a,Fp(u+1,v)=b)
Yup d(Fp(uv)=a)
M,(a,b) = Pr (F,(w,v+1) = b| F,(u,v) = a) =
Yuv 6 (Fy(wv)=a,F,(u,v+1)=>b)
Yup d(Fpy(uv)=a)
Mi(a,b) =Pr (F;(u+1,v+1) =b|F;(u,v) =a) =
Yuv 0(Fguv)=a,F4a(u+1,v+1)=>b)
D S(Fg(u,v)=a)
M, (a,b) =Pr (F,(w,v+1)=b|F;(u+1,v) =a) =
YXuv 6(Fg(ut+1iv)=a,Fg(uv+1)=b)
Yup 0(Fg(ut+iv)=a)

Heh, a,b€[-T,,T], u€[0,S,—2,ve0S,—2], §7it
B, SRR, B0
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A 4 A HEBERENSIRE, BTEREBEEREQT + 1)?
AN, EAHEREE4 x (2T +1)?, E3Liedh, ;NT =4, E
XN ESLPRMER T4 X (2 x 4 4+ 1)% = 3244E4541E

N (EosEestaEy, 1Zh 5K ﬂ)ﬂ%fﬂ?ﬁ’JSVM XJOutGuess,
F5. MBZJPEGIaSEVE TRESMERS, MANY, ERA7F
EGERHE T, 1FO. 2bpnCE’JHA)\7Z~‘F ST eI
RO BIkE]95.5%, 87.0%597.3%
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~ EEARSDIThEREVE, FitrREFEET—HREI
FIRENGZRE, a0, IBRETE /J\,Ezmllﬁ S JPEG
fgiMarkoV4FFLE. _—DCT,?*SZEI’J FIEERRE \1‘)?7’5 A

=~ T. PevnyZE AR _.EI’JnEAd‘ FLE (Merged Calibrated
Features) 2iBFRE %ﬁ%ﬂ“ﬂﬁﬂ—fﬁea% FAE, EeRNRIT
BRI T =22 B MY D T B TRIGRIEE, AR Y
|3 PRE DT HEEEEI R ESR A EAR S THRIE
8, E—nERS5ZDEBESTTHEUE 7 IEEFEIEE
~ ISREISIIAES. BUBIESUE T DCTHFIESMarkovigB451iE

RERBATHRERAR, LITH ) AFRFQNAES, J, KFREBRIESHINR
A (—IREEDEEEIEAT45RERIRIPEGIUY) |, BIEEZ/RIT
B, ROERRANIRSFITITIERAIRIGRYENR, R, R MRARIRHIEE
EFU,) - FU) EEeEEFZERE, BiFESIEARE TN

@
es) SKLOIS
X3P (ERRLEREAZRE
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iaﬁj\i;%DCT%’kﬁjjdu (k),i,j=1,,8k=1,--,ng, ng/IRE,
RHPIERREDE. F—4HE ?E \7364\.*:.‘ 63\, 1934
RIREELEXE., ICEBEREBAH, BREEM \iJU:ﬁE’E DCTEHHE

HEl, 2 H, ?ﬂiZET:TJ:{E?SlE’\J%%E (HIEER) |, WELAT 1IN
IEFEFNFIERE: Hl(h) — H;(J;), L€ [-5,5]

8 npg

H = 641y 225 ld”(k)

[,j=1k=1
= ACoE (Mode) BEAEMRAEERGE. iDL ={GN}=
{(1,2),(2,1),(3,1),(22),(1,3)}, X, )) € L,L €[-5,5], h/ BHRDCTEL
REEN(, IR E L HEREHIAIEIER, FLATS x 11 MHERAR
fEm&: h’ () — b/ (), 1e[-55], (L) €L

np

hY = niz 5 (1dy(k))

B =1

6(x,y) = 1¥Zx =y, BWsCx,y) =0

SKLOIS

.,‘ /) RRREEREQXEE
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5-3 BARMISIHEN (2—a. yRoorisE) -2AF

~ BRI

ACH EEBSURRIEERIE. 1CL = {(i,))} =
{(2,1),(3,1), (4,1),(1,2),(2,2),(3,2),(1,3),(2,3), (1,4)}, X, j) €L, L€
[—5,5], BLAT11 x 9MHEINERIE: 9{ (1) — 9552, d €

[-5,5], (i,)) € L. BFATFRESERSZENXER, , XERIFEHHER
ASHEESE (Dual Histogram) 4FiE

SOESY z 6 (1, dy (k)

i, k=1




5-4 FRAEMEISERE (£—a: yRocTHIE) -3

SECEID

S FESRRIPEGEETIZE., BN :
58 11 T (1 00) i (e e+ 1) | +38 -y The
V= 1|+ 1]
LS. SRR RRITFSIIFNS RS ES, L (HERESFEM DR,
|Ir| + |1 R THREFIRAEET, X, SIEEE N1
7 RGN, RN [ RS R IEAERERIEN Y, MIBE SEEEZL L BIRE

vy s Zl(_lvll 1/8] Z] 1|C811 C8l+1]| +Z (N /8l Z |C18] C18]+1| =
N — 1= i i , 2

M?EB“ NI(M- })/8J+Ml(N /8l _ M.N fE.@

HITPIRST, o, REIGEEGEIRESE,; o = 1,2, EIFHIER24E

FBREPADCTREHIFERERE, XA TRBREERE D HIIRIAT

lel=2) g, (1 (k) ~di (e (k+1))]

Cst =
580 Tt 85,4 (1:(00) )8 (6. (1 (k4 D)) 425 1y Thel? 8(s.i(1:00) ) 8( £ (1o (k+1)))
1 [+]1c|
l‘|‘§l«l_|:2 SHEFFIEFINNFHIERE
@ %#L&S* Coe(1) — Cst(2), (s,t) € [-2,2] X [-2,2]

XX
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= BERUEFIEFE SIS _ER

Markov41iE

MarkoViFIEEER S ROESFIET

HIEEBBIEN 2

DHYIPEGEE]

EEERERR, BIM© =

M) — M), FEXNEAINGELEAWFIERER T 57 M =

(M© + M + M
1%
f%)9324/4 = 81 %

‘. .3 == el i ol a1 A
R FERREEREALEE
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Message Detection accuracy

cover vs. length DCT Markov ~ Merged
100% 99.49% 99.80% 99.92%

s 50% 98.80% 99.20% 99.84%
25% 84.54% 86.94% 98.36%

cover 99.80% 91.53% 99.64%

100% 99.88%  98.08% 99.52%

S 50% 98.56%  84.38%  99.60%
P HidedsSeek  o0r g6 469 27.16%  92.01%
cover 99.32%  97.00%  99.56%

100% 99.64%  99.96%  99.96%

\MB1 50% 9?\’92% 99.96% 99.92%
25% 86.94% 99.72% 99.72%

cover 97.72%  97.20%  99.88%
B2 30% 92.29% 99.92%  100.00%
b cover 08.92%  98.48%  99.92%
100% 99.92% 99.92%  100.00%

OutGuess 50% 9964% 99'(.38% 99.96%
25% 98.36% 97.84% 99.48%

cover 99.48%  98.04% 99.76%
100% 99.84% 99.96%  100.00%

Steghide r)(.)% Sy S 99.927%
= 25% 90.93% 08.88% 99.32%
cover 97.40%  98.00%  99.92%
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Classified as
Embedding algorithm  Cover F5 JP Hide&Seek MBI MB2  OutGuess Steghide
F5 100% 0.00%  99.52% 0.04% 0.08%  0.04% 0.08% 0.24%
JP Hide&Seek 100%  0.32%  0.00% 99.64% 0.00%  0.00% 0.04% 0.00%
MB1 100% 0.00%  0.00% 0.04% 98.76%  0.44% 0.04% 0.72%
OutGuess 100% 0.00%  0.04% 0.04% 0.08%  0.00%  99.64% 0.20%
Steghide 100% 0.00%  0.00% 0.04% 0.12%  0.08% 0.44% 99.32%
F5 50% 0.16%  99.36% 0.00% 0.00%  0.04% 0.24% 0.20%
JP Hide&Seek 50%  0.28%  0.04% 99.60% 0.00%  0.00% 0.08% 0.00%
MB1 50% 0.00%  0.00% 0.04% 97.04%  1.36% 0.08% 1.48%
OutGuess 50% 0.04%  0.08% 0.00% 0.20%  0.12%  99.28% 0.28%
Steghide 50% 0.04%  0.00% 0.00% 0.36%  0.12% 0.76% 98.72%
MB2 30% 0.00%  0.04% 0.04% 1.08%  98.48%  0.00% 0.36%
F5 25% 1.84%  97.12% 0.20% 0.00%  0.16% 0.36% 0.32%
JP Hide&Seek 25%  8.23%  0.32% 91.45% 0.00%  0.00% 0.00% 0.00%
MB1 25% 0.12%  0.12% 0.04% 90.10%  1.92% 0.36% 7.35%
OutGuess 25% 0.52%  0.28% 0.04% 0.20%  0.08%  98.08% 0.80%
Steghide 25% 0.60%  0.04% 0.00% 0.76%  0.20% 1.44% 96.96%
Cover 99.16%  0.24% 0.44% 0.00%  0.08% 0.08% 0.00%
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