¢ @ # % W e TREWRHR

INSITUTE OF INFORMATION ENGNEERING CAS

XLl

RERIZREEIIEHRHR
SRR ERELLINE

20184FE9 H




P

1. NZBAEERESIRS
2. [RENAZESMNA

3. BREE2ER

4. ENRVEHETS




1-1 —EE: REERE = MEER?

=~ FAFPRERE
~MFRIPREZIEEHRAE—INE
~MERIPERZEEHNSEE—IISREE (B5) , ¥

—
LIRS FEREE
Uwmms | mmesr e
| S~ q $ $ S
| NS X X
T
: | &
|
|

‘ IDS
T [
.,




1-2 R#{TITAHRRMRENRESEH

@

R/ EBIREI ORAEEIRIER) | ERIBIRA
REFRSHARFRITM:
~¥h: RHER, FXE (BETABIEMIE) |
mExE, (UUSEREBEREHRME
=i : BPSEEHELESNATSREENE, aiH5l
FESEMINZRENEE, TEl

S SEEPREEENEST, S
B R o =S

PEARREXEER




1-3 WHHHR G

NZPEEMRR T HBERZER., SURRFIAMESTE
HANEEFEEZLREE, B2, BRAEHARERLL
TRLHEAER:
~RZIEEHTAGHRIERIRR: (BAEEITE (Pseudo

Randomness) EZMSRVREEISIE

FEAEEAMR FRIREFRIPSASAIERR: ZFiE R
HifE, (BERE2E4E? EARIPSRBASE? A
BEEAMEAE? BT EANE (ZiEiE TN
%) ? RIEAPREAATE! EALRM? ARE
AR ITERMEFRIFFIAE? ABMR THFERME
bR T EA7? Eol S aERENL?

2%y [EEREEXRERAXEE
el



1-4 Lﬂu»&%ﬁﬁgéztﬁﬁ%?

@

=~ {528 (Information Hiding) %‘ﬂ:U:J_zém:k EAY]
THEHIBICEMS /LR E.

~ (SRR N 22EEHE (Data Hiding) , EES1SERZRY
(ST EEES (Cover) H, ([FEEITMLIER
ﬂj%ﬁ%.LLjﬁhmﬁWMEw.*ﬂﬁmthWﬁ
INIESK RIS RIFINEE
~ FERIEEEIKED ( Robust Watermarking) . 085 (
Fragile) 7KEN5SIEE (Steganography)
FE A ER/ B

| 7K Ef
KA Wit s Sk

wA | doE [ ke | R [wmy | R
s | BEA [ | Rif

HRE T
BHER —




1-5 E4EIKE]

= 204K A, HEWNHFRAFNRNFPR=REERKE, Al

IAREN, (RNSEERRPIRERSY, T FrNEE
(Digital Rights Management, DRM) AR

~ SRKEIEEEZENDRMEZ2IFRRAZ—, H8SHFR
FhRBEVEELEH T XIIEBIRASFRER, EIEEELL
EHAASERERAER THRKED, mEETLLIEIH
JUZKEDSEIRIT R A Bk E W LA FIRREEHIAE

.
\‘ o
\ P g > 0.9857.
e /s _@Q CREVREE L)
o

ol S

0.9984.
CREPFREVE 2D)-

B I 1 e
'.,“,.- =t yé@%iﬁﬂ‘*g



1-6 GHEE/KEl—4EEES

~ &5t (Robustness) . JSTEEENNET, EINEAM(IALE
ﬂg;EEE!7J<E|M=| [

=~ IKENESE (Capacity) . IgKENgENE I SE(ERBIEEE

~ Z2MHE (Security) . FEKENBEEHLAMKEINE X, R
’r?h)(:‘i%‘*ﬂ.ﬁ,ﬂ:ﬁ ST IENERE

=~ 5T (Blindness) . 187KEDRYLEN Jxmﬁﬁﬁﬁ&ﬁﬁwmrﬁ

~ HEIEMEEBRNEEKEEEIEE X, HKERER T
HEJAIINE (Geometric Attacks) T, KEMENEREHER E
M, i VIR RIIKEN S Rk bk

~ {BEEEAA, BFKENLEEE 7 IR RIESE, KENEEME

B L2, FEI8—E, SABLEARTHRIIMA, (BEEREE

ezl 7 BhelER

=~ uJ:'I.a,R..Eﬁszuwg@xennw E

X3P (ERRLEREAZRE



SEEFKEN IR AIERR

7 o ABCDE |
[Fi342E0 ABCDE IKENTE—LETr T
ABCDE THROIZEASR
am  ABSDE
ABCDE
ABCDE
anap ABC
¥ ABC

=) ABC

EGRIERE G SRYEH EER K
ED (RHIEERTE)

ERE S — s FHER $Est 4‘,";&‘%
— RS




1-7  Bf§57KED @

o IS KEN R SRS eSS E A S t, L SE e
SIMEN, FENEMOUE, HENSISTRERPAENRS
T, BT AT R B R R R S S AT NI

o SRR P A AP R AR EASHRENTER, RHREE
BEB VS SR

mL JESSr
-~ Baf i_::L
-

Ny

. Ta—v

T IS
i KERSy Brwg i l

| 4
& oo Ammi | g 18
I VT -

FA%HSK

an I
L Iw
o
JRr

TJ_A-
,.' “.---‘P"

\“ %TLSB NLSB Gi
. E@sb Hash —» XOR I Ex« ——» 5LSB+—»
‘i B | NLSB T
— LSBEZR G4




1-8 REg57KEl—1ERERS

~ WE85ME (Fragileness) . BNEGRIFABIKEINBEERS
RN

=~ EAFEE. HERNKENEEASHNEIMEAETERIRASHE
SR E

a1t (Reversibility) . IBERABIKENRILAEISNE R 2H
iR, FHIFEWRIEDEEISSENAR

~ Z2% (Security) . FEIKENEEEMLAMKEINE X, NE
muj%*uﬁitﬁ ST EEERIEE

=~ B (Blindness) . a7J<EIJE’J1‘ﬁi'J1LJZ<17l€§ﬁ'EJE&‘n‘&E{2ISE’JT‘T

~ SEETIKENERIEEWNEINAS (MARIIEE) (RIPAIFEK
WwE—EES. BRIGES/KENEFR2¥EMEEERY (Semi- fraglle)

. BIRYNAEHEASEM AT IS RIBFIE S E
JL?*J_1=¥H§7J<EDE$§J_3=*ELP~JmMIE 5{®iFa9BE1IR, 153&2157(

.’ou gll{-"‘ FEREERERXNE



1-9 ffid: EZNHNE vs WRANENGE

~ EEGE: FEZSFLIEIAT, AUKEMRA; BHER
~ WEIEGE: AFEZELERT, MRS EEINE; SHES

o -"'"xpg«u !
. Nlmxr’:t&.- igoy S

€ Sopue -
. Nl “‘.
\ANGEUNA .‘*

CAUGHT =,
uzTOGETHER!

s ONVACATION™

-




1-10

ES

=~ REREFEERENIEIHEEAIREFERE, BB
(ERMELIRMIBISRER ST I 2R, ERIPERSEERE
B EFHEIANERE, BRI 7 XMITHSEE

=~ fRIES|

Stego-

SRIFIE/IEEX (Stego-text) XBRESIEME (

media)

=~ HLEERRE, RE—BEERIEEZE LTRSS,
EtERIc—ERNESEREREENARRE. SR, EERES
HFEPNER, ZMEREERENZE

nateesn e
ZoE, S8 FOORE o ik

TR g
EERSA i P

SMB



1-11 [RSTHRANE

A ZHRAHNAERIIAT Spil5EENES:
~EFEG. NSRS (1ThGEURE40BFT. 20
NP MsaEERRE1 1 wordXi4)

AHLIEE SRR T XA ISHETES R S
~ HEIIR EMHPIEEIUEIT “"IBEE" | SRER

BHEHFRIE D
oy e - N X i
S, AN 5" S S S

] .’ - 3 ‘,' o} o} Q o
| WS- AR NNy N NS NS

) T 3 'N." 4, |

) 0 3 “ ' "\ T | l'

\ ni P

X

@

HEMRSSER




1-12 [FERYERERRK (1)

=2, BEHNEEX2EESMRRE, BEit, BEiEZLE—
P =iElR S RIRERIHIEZ(IRRTE, XB o AR E A S
ERZHFEMHER, BREEBRATHZ2BRARSESSEN (Blind
Detection) THZ2

~ REE=E. JBREEE (Payload) Fx, BRTZEHE—ITEIRA
(UEFFEERBAIRRIEREE, € m REMEWAHEE, n BEIRNE
RRYEE, MEHE « BitEANB a =—; bpp (bits per
pixel) . bpnac (bits per nonzero AC coefficient )

N gRAXE (Embedding Efficiency) . BRAREE e HIEXE, F1Y
SiE— MUBEEHNERESERE, SESEESE
a~, WitEAA

S EINE RS E B AT

_ R
T ehmEAEEERE




1-13 [RERYERERRK (2)

~ MAREME, IEEFLIMESRMBIHYSER ELIEFIF
7B AFHRNE

= TR, ERBNEENITEE, *h&ﬁﬁ%ﬂTTﬂA

ENRSIRAANGEE; WRBHY, X8
AEESGZT AR TFRIER

fetr, (B2, AFRSZAFARENYE
SHEER, ERENENIRSIEERZ—

RIS,

~ SEE. REEEFEEIRMERAMMER, 1E
RESHIPAEITEEE TSN (WtE3ZMEaEER) | =

BEXRFH TEIER/MTHRIEE

TEIRE
R,

~ FRIEERHIPIRIE, BiESMAENRRNRESRES

XY EEREEREAXBE
&



1-14 RESREahximiEdl

= [REXMANFEEREELNRE

~ [BE5 9t (Steganalysis) iz#

BRETXIRBNINE, BEXEEY

RS REMSTENEAAERSNEE, B ER5ES

AR AENEEENIEER

HIAERBURENSF

& SHETEENREERE

~ B2 I E8FiIN: EE

ESRLN

; W7y =~ -‘- 4__ g
'M Sl
X L o

B ISP
R
=

E —

IS

—> FEMESESE R

Y, BERRE mam=mmoan=

ﬁmmﬁl%ﬁ

HERK —>




1-15  “NICERE"

19834, Simmonsig TESZA “HIBER"
= Alice55BobRZBIXIRRNIEA, Wendy2E ISR

= Alice5BobERFIEFIR IR, MZERELANE, BAEINE
FEWendytHEHTHR, RESUEHRREE—RANFHiRH

= WendyRBaJLMFM S TXLEN S, tBalsE(EFNhENFIIIBA
TR EER,




1-16_RSHHT—iRidE

G

~EERHIE, gk, SRIDREE
=~ AR REEX D RSEEH BZARE (—ﬁ*) =k
2HARSRE (29XR) F -

7

FLE%

= —

% ETIEHY \
= \
=] Z\ \
4z 77 |

a5 ) 28 ;
S 2
'/f_l-_E —_— 1}”—\-} ﬁj\%ké%% —> g’é /
—y_ = i B =
= — H& \\ %
REET ~_ =R 7
5) SKLOIS )=
Y EEREEREAXBE




FHIER 8 PHERFIERN 2R RE

-
-
@ -
=

X

X, A

BREERERAXEE

bl

=]

f




1-17 RS9 EEMEE

A FtiEEE (False-detection Rate) . SRS IRAEIE B IRE
FRILLE,; SZENAIES=E:

HFMSERGaMER = 1 - F{Ia=
~ EZ=# (False-alarm/positive Rate) ., 1SBEAEMAFIRRS
SRR, S52Z2EYESE:
BHIFMSEREANERR = 1 - FER
IEffZE (Accuracy Rate) . RIRSSIFHEEEATEIR, —
BRAANEHEESHIRERREFEE, NoJRRAH
RIRER + EEER  HAMER + ERM=R

I_:E%z%_—(: 1_ 2 J_l=l_|_: 2
o RREEmE AR PR
%EI—L%$= > =1 — >

XY EEREEREAXBE
&



RAEREREMYIFRIA: ROCHIZE

@

EUGRIERFE (Receiver Operating Characteristic, ROC)
%, —IRBIIETOESRFIRSEGKE

*‘A. 1.0
W
1 ik s
I
%= i S/
/ ':LF \.“ ) "
i . SRR
I=| § :
BE & Ve
t 7




1-18 R EXNMBREE 2 EESE

= REXMIESATNERFERE, FFRIRSXIS ISR
zl. 5Fl, EFRS—ERHERIET, REEEALLEIELTF
BiEAFEERERX—BE:
nﬁgﬁ%oﬁ%%ﬁAEﬁ%%ﬁW%ﬁﬁ%ﬂ(ﬁﬁﬂﬁm
|E)%

I BEHRAZPNREI, E—ERBET, RSIANE, FHIXIHD
HIZ PSR EN

= BEHESeERE]. FEENEPSRIESIEEN RS

= BERHRTMCH, XKPSHITESER, WSS HAINE
[E 1 PR S S il ad M BE

~IERMARNEE., ENAPEETRSMNES. MXEK
PITFER

_pBALREREE, SHRSLATREY EERY)




1-19 BRE SRS M EES %

=~ RBESMIREHNEEFRE, KMSIHBSSXSIFIE

AHiEh. XHel, RESIEERLIEILL TR EAREERSE

IX—BR:

N BBIRISE DS, &M SRR IS S RRAYISFIE

N BHLERSIFHERIRS. 1E9E5GeEaHRIIRER
ISR S

N BBEREFIEHIR, SRR thrE I ENE XIS =R
EKNFZ5S2HFEE, S lotrEEIFHRINES

P ITSIEFEEISFIRRB RS
DCT T &
K § ot Lg R
BIE .. e - s
5 - NS
I [ ﬁ Wﬂm M/\/\ﬂﬂ

P ERREEREAZWE



P

1. NZBIERRESRS
2. [RENAZESMNA

3. REX2iEH

4. MERRIEHERE




2-1 tfhERNREEE (1)

NS (Steganography) —GJEE?EH nﬂ*ﬁ

“oteyav-¢”’ Fl "ypag-gw” , mRg,

J_lFEHHEﬂI!%'%zEuIZISB%ﬁ?ﬂIHﬂ

=~ Herodotus(25t486-425) (Histories) : 2

TCRIAA0SERIFRAE, WUERAISEAMFHING, 1E :kﬂi
LEFER AR RIT BRI A RYEX

=~ Trithemius(1462-1516)

{Steganographice) : zss.%lla%ﬁﬁﬂnm&
SMFRRHNEE, BHTERTY. &Y. =
#ﬂiﬂ%ﬁ*ﬁﬁi¢m

Polygraphla 26




2-2 HFVHERNRSEERE (2)

= Schott (1608-1666) £ {Schola
Steganographica)) : HFiEhISEES; =
815 (acrostic) , BIRISINANSTEMETRALRR
HEEHIM =

B TR M AERE L (licHtR RS

Ot
=

R LBmA, EREEREIS.
MEIRLIRR, RSEHEBTI.

bEfE (1296-1370) (7K
#HE) 5561[0]

A TE20 1 EMTER R A EMIDEES, AR

o EERLERESLRE

Schola
Steganographica




2-3 VAERNRSERE (3)

~itRER, BAR (999—1078) 5TE
(990—1053) S§FH (HESE) RILTILR
FEANESHAERZ (BZX)
ARXK: SHRPIW ssFE-+RE, B
—~ Y-S ; AIBFHE+R REBSTIRE,
HFRBRRE—~F, SAFEEK—~B, mFR
PHE EBRFIFHBHIREP D

AAE: BREA0RESHESHILAIEBSF, LI40FiFH
Ry B FRNFARENES, BER, KARFERS
HIXFHEEESEHHR, FAHEeuE,
JLLEE EKiZFEI0FISHILERERHES, Ed
BPREES

BIERR, 587 BEFERPNMNBERNNFRIGAFHFR/ES

FYys

- ZRYSEMR2E (Linguistics Steganography)

‘I ,
> FRREERERAXEE



2-4 NRB/R

TR

dark READING

Protect The Business @) Enable Access

Welcome Guest. | Log In | Register | Membersh
ATTACKS / BREACHES | VULNER

Tech Center: I8 \«
3 E.mail this page | 5 Printthis page | (€ 0OCPRK o 3 B
Busted Alleged Russian
Spies Used Steganography
To Conceal
Communications

'Deep-cover' Russian intelligence agents hid electronic
messages behind computer images

Jun 29,2010 | 06:46 PM | 1 Comments

%E I‘Hj %eﬂy Jackson Higgins
I}%%;Eia’case that smacks of a Cold War spy novel, the FBI has arrested 11
— ected Russian spies who for years had blended into day-to-day
American life in the suburbs and cities. Aside from hiding their true
identities and posing as legitimate American citizens, the suspects also

FRREEXRERLRE

Tech

» E-mail this story « Subscribe to the newspaper s Sign-up for e-mail news

02/05/2001 - Updated 05:17 PM ET

Terror groups hide behind Web encryption

Categories g jack Kelley, USA TODAY

Tech briefs

Web Guide ~ WASHINGTON — Hidden in the X-rated
pictures on several pornographic Web sites and

Tech Investor
the posted comments on sports chat rooms may

Product reviews
More Tech

arstechnica

MAIN MENU

~ MINISTRY OF INNOVATION - BUSINESS OF TEBE-;-,:;:;'xztg:gf:;zg;:;e"

I — ctivities on sports chat rooms,
. romographic bulletin boards and
Steganography: how al-Qaeda hid secret

MY STORIES: FORUMS

ither Web sites.
documents in a porn video

Digital steganography hides files in plain sight, concealed in image and media files

by Sean Gallagher - May 2 2012, 8:02pm +0800

cygeruan] ] panvacy 64

KX Photo illustration by Aurich Lawson

rej

33 when a suspected al-Qaeda member was arrested in Berlin in May of 2011, he was found with a

LLS memory card with a password-protected folder—and the files within it were hidden. But, as the
German newspaper Die Zeif reports, computer forensics experts from the German Federal Criminal
Police (BKA) claim to have eventually uncovered its contents—what appeared to be a pornographic
video called "KickAss."

Within that video, they discovered 141 separate text files, containing what officials claim are
documents detailing al-Qaeda operations and plans for future operations—among them, three
entitlied "Future Works," "Lessons Learned," and "Report on Operations."

So just how does one store a terrorist's home study library in a pirated porn video file? In this case
the files had been hidden (unencrypted) within the video file through a well-known approach for
concealing messages in plain sight: steganography.
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Android malware makes
steganography

Summary: Malware makers are turning to quite sophisticated trid

of rogue applications.

By Adrian Kingsley-Hughes for Hardware 2.0 | January 30, 2012 -- Upd

AFEEE (PNGEIRIES)

Virus ot

INNEATY Fighting malware and spam with a subscrij
News Resources Magazine VB100 VBSpam Conferenc

Home » News » Latest news » Alurecn trojan uses steganography to receive co... cur

Alureon trojan uses steganography to receive commands

Messages hidden inside images create extra layer of redundancy.

archers at Microsoft have discovered a new variant of the 'Alureon’ trojan that uses steganography to
: itself invincible against the takedown of botherders' domains.

www.f-secure.com/weblog/archives/00002305.html

CELUIILY 1N TOSLUI T GV S SISO T USLaHND Wi LIV VY MU VI vy i

steganography to hide the control parameters for rogue code.

First, what is steganography? It's the technique of hiding messages
case, an icon file.

F-Secure first suspected that Android malware was making use of st
researchers came across this line of code:

localCbject2 = ((ByteArrayOutputStream)localCbject2) .toByte]
int k = paramint + (-4 + new String(lccallObject2) .indexOf("
if (k< 0)

throw new IOException(“"Chank tTEXt not found in png~)’

Image credit: F-Secure

Further digging revealed more code, and it soon became clear that
referenced here was the icon file bundled with the rogue application

invoke-virtual (vS), ;] d.app.Activity.geti $---proto:Neoq
move-result-object vO

const-string v2, “icon.pag®™ image file name

invoke-virtual (v0, w2), [ 4] o res.A -open  #
move-result-object vi

iget-cbject v0, v5, [fieldjcom.termate.MainAcrivity.d #---type:lcoom/terma
const/4 v2, 1 method that checks for the tEXt chunk

invoke-virtual (v0, vi, ¥2), ([method]com.termate.a.a #---proto:{‘'descripy
if-eqz vi, off:0xfL739

Join | Log In | Privacy | Cookies

RBFEREE (LEERIES)
www.virusbtn.com/news/2011/09 26.xml

Steganography, sometimes referred to as 'hiding in plain sight', is the art and science of writing messages
in such a way that no one but the intended recipient would even suspect that a message is present.
Images are often used for this purpose: the sender uses an existing image and modifies the least
significant bit(s) of the colour components of each pixel to contain the message. The difference between
the old and the new image will be barely noticeable, but the intended recipient can easily extract the
message from it.

Alureon (which also goes by the name of TDSS or TDL) is an oft-researched malware family that uses a
number of advanced technigues to avoid detection and increase redundancy. Steganography is the latest
such technique: the malware is capable of downloading innocent-looking images from free hosting sites.
These images contain an updated configuration file and thus provide an extra layer of redundancy against
the domains used by the malware becoming unavailable.

With malware researchers and law enforcement agencies becoming increasingly successful in taking down
malicious domains and command and control centres used by botherders, the latter are constantly looking

records by the Morto worm, show that malware researchers should keep their eyes wide open and may
find control commands to be hidden in places where they might least expect them.

More on the Microsoft Malware Protection Center blog here, while here is a blog post by Symantec that
shows another way in which crooks could use steganography.

26 September 2011
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/i_secrets.html
3 Camouflage Windowst&\, 3/  H= www.camouflagesoftware.c
0.uk
4 StegMark JPG,GIFTIF, il www.datamark-tech.com
PNG,MIDI,WAY,
AVI,MPEG
5 dc-Steganograph PCX H= members.tripod.com/~Niko
la_Injac
/stegano/
6 Digital Picture BMP H=  www.know.comp.kyutech.ac
Envelope Jp/BPCSe
/Dpenve/DPENVe-
home.html

Empty Pic GIF www.crtelco.com/~robertw/

EZStego GIF

7
8
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dresden.de/~westfeld
L /f5.html
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10 FFEncode NS H=  www.rugeley.demon.co.uk
/security/ffencode.zip
11 Gif-It-Up GIF H=  crypto.radiusnet.net/archive
/steganography/qgif-it-up/
12 Gifshuffle GIF H=  www.darkside.com.au/gifshuffle/
13 Hide and BMP H=  ftp://ftp.hacktic.nl/pub/crypto/
Seek incoming/hideseek95.zip
14 Hide In BMP H=  www.brasil.terravista.pt/Jenipabu
Picture /2571/e_hip.htm
15 Invisible JPG, BMP, H=  www.innovatools.com/software
Secrets PNG /isecrets/
16 Invisible JPG, PNG, {428  www.neobytesolutions.com/invsec
Secrets 3 BMP, HTML, r
WAV /index.htm
17 JP Hide and JPG H=  linux01.gwdg.de/~alatham/stego.
Seek html

i

18 JSteg JPG zooid.org/~paul/crypto/jsteg/
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MP3Stego
Steghide
StegoWav

Stella

S-Tools
TextHide
wbStego
BB R
215 3.0

BMP 3 {4 B2 &R
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e

ERLREZERERLRE

MP3
BMP, WAV
WAV

GIFE.BMPJPG

BMP,GIF, WAV,
PR
SEANS A

BMP, TXT,
HTML,XML,PDF
BMP

FLASH SWF,
BMP, JPG
BMP
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www.cl.cam.ac.uk/~fapp2
/steganography/mp3stego/
www.crosswinds.net/~shetzl
/steghide/index.html
www.geocities.com/SiliconValley
/9210/stegowav.zip
www.stella-steganography.de/

ftp://ftp.ntua.gr/pub/crypt/mirrors
/idea.sec.dsi.unimi.it/code/stools4.zip
www.texthide.com
wbstego.wbailer.com
www.onlinedown.net/soft/30471.htm

www.onlinedown.net/soft/4069.htm

www.onlinedown.net/soft/26335.htm
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