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A Novel Information Hiding Algorithm Based on
Structure of PDF Document
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Abstract After analyzing the data structures of PDF file, a novel information-hiding method based on the structures of PDF file is proposed. First,
the secret data is camouflaged to form the legal PDF object, and then the data will be embedded in the carrier PDF file by operating the document
flows. The embedding won’t affect the output of the readers, the editors and the printers. The information hiding and detecting of linearized PDF

documents have been implemented. Theoretical analysis and experimental results show that the algorithm can achieve large capability, high speed of

hiding and detecting, and security which depends on the encrypted algorithm and the key.
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